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The threat of a cybersecurity breach is not a matter

of if' but rather one of 'when'and so businesses of

al[ sizes need to be alert to mitigate risk, experts say.

CoIin James, head of cyber security forVodafone

across the Africa, MlddLe East and Asia Pacific region,

iikens the urgency of imminent cyber threats to that

of the a rms race -- a s orga n isations work to protect
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their data and assets, hackers and scammers are

increasingly coming up with elaborate ways to break

through secu ritY systems.

"The arms race is effectively what we're seeing with

escatatlon between the way we put in defences and

the way people try and circumvent those defences

and its constantly etevated," James said at a PWC

Heratd Talks event held at Auckland's Victory

Co-ve-tio'r Ce-L'e Lh s norning.

'Whatyou see with the arms race where people are

buitding better bombs and weapons the same

appties in the cyber world where we're putting ln

bigger watts or better defences but someone's

finding ways around that."

Though tough to stay on top of ever evolving

threats, James said businesses need to understand

which assets they want to protect - and work back

from there.

"Know whatyourdata ls, where it is stored, how

you're accessing it and make sure you have the right

controls around that."

He said security needed to become the Df'JA of an

qrganisation, part of strategy, and notjust the rote o[

'[Security] is an enabIer not a back office function, lt

needs to work with the executive, the CEO, the

board of directors, security needs to be visible

across the whole orga nisation."

More than 34OO cyber security incidents were

reported to Cert NZ last year, accounting for more

than S14.1 mittion in financial loss, of which around

35 per cent of the loss effected organisations.
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The voiu me of cyber secu rity incidents reported I n

the last calendar year increased by 205 per cent, up

from around 1100 a year earlier. Phishing and

credentiaI harvesting made up the majority of

breaches, followed by scams and fraudulent activity,

then u n a uthorised access.
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Most cyber attacks that occur prey on hotes in

vulnerabilities so it was important business ensured

systems were patched and up to date, James sa id.

"Our data has gone fera[, it's not longer in data

c-!.rtres within our networks protected by barriers,

it's sitting out on mobite devices and tabtets and

cellphones and smartwatches even, our information

has spread wetl beyond the organisatlon so we need

to rethink the strategies we take and how we protect

ourselves.

"We need to move away from a seige mentatity and

towards what we catIsubmarine warfare - where we

start hunting for threats within our organisation,

active[y Iooking for where the risks are."

Related articles:
BUSINESS

FranOSullivan: Why
NZmustwalkan
independentpath

10 Apr, 2019 5:00am

.- ninutes to read

BUSINESS

Former executive to
pay$15O,OOOfor
insider trading

9 Apr, 2019 6:01pm
4 minutes to read

hitps://wV/w.nzheraLd.co.nzlbusiness/news/artic e.cfm?c ld=3&objectid=12220930 Pa ge 3 of 6



Arnis race agalnst cybersec!rlty:Nerr Zea and bustnesses need to take threats sertously: expert NZ Hera d

The Lnternet of Th ngs (LoT), ncreased net,,riork

speeds and the 5G ro11 out v'rould on[y make the risk

of ,1.. .., -r o,ra , oc,^,ri - r,

James sa id.

Cyber secur ty entrepreneur Kendra Ross sa d many

N e,r,i Zea[anders u/ere o b Irvio us to t h reat of such

breaches, particuLarly through things lrke oT and

smart d evrces.

(',vberscc! rity e)(perts ra Lk C u ri Ig i he ]wC rlera i. ta L ks Q&A

pa n e[. P:clo 1SL::oLied

\i'/e bring these lnternet dev ces into our business

and bring them into our homes and they are set on

a defau[t

'\,Ye r-o very lazy, r,ve d on't read our terms and

conditions, $/e just accept and urant insta nt

gratificailon. . meanr,vhi[e we've accepted that we

can now share our contacts with th is o rga n isa tio n

and turn on the camera and mlcrophone on the TV

and through apps.'

18i12/'r9,'r0:18 AM
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t was recentLy discovered that more tha n 300 a pps

in the Google Storc contained malware whtch had

been downloaded over 100 milIion times

Ross said businesses that were aware of potentlaI

breaches in such technology and built security into

th eir products and services wou [d have a

competitive advantage in the market.

"Utitity trumps security' rs the perception of ma ny

New ZeaIand businesses, PwC New ZeaIand cyber

Ieader Ad rla n van Hest sa id d u ring the event.

He also said security needed to built in products.

' e perception there rs very Iittle risk in not

securing something,' van llest said.

'Wh-on you're Iaunching a product you are rea [[y

focused on what does it achi-ove and the ne-od for it

to be secure is kind of an after thought. The

18/12l19, 10:18 AM

Our data has gone
feral, it's not longer
in data centres
within our networks
protectedby

-oarriers, it's sitting
out on mobile
devices and tablets
and cellphones.
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cl a [[en ge with th at is yo u've got to put it in so th at

securit_v rs utlIity so the security is easy to use.'

He said cyber security rrvas beholdent on anyone in a

sen or pos t on r,vithin an organlsation to

understand technoIogy and the rlsk associated.

Stcphen Kraemer, Ports of Auckland chief

rnformation secur ty officer, said businesses needed

to nv-osi between 5 and 10 per cenl of their

techno[ogy budgets on cyber security

'f was a sma[[ buslness r,vouId consider rslng

mainstream cloud services Iike lv]icrosoft 0365 and

accountrng syst-oms that are in the cloud because

you get security backed into that,' Kraemer said.

Ports olAucl.rland ls in the process ol automat ng its

business and investing close to 10 per cent of the

muItimi[[ion do[[ar project costs on cyber security,

he said.
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