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Figure ll:The B sks-Trends lnterconfectons [/]ap 2018
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disruptions.$ Structural economic
changes in affected countries and
regions could also stoke societal
and geopo itical risks. There is

no scope for complacency about
the sufficiency of global efforts to
deal with c imate change and the
continued degradation of the global
environmental commons. Equally,
however, il is time to prepare for the
structural cha !enges and changes that
lie ahead as those effons gather pace.
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Cyber-defences are
being tested
lvloving from the environmental
commons to the virtual commons,
cyber-risks intens fied in 2a17 .

Although in previous years
respondents to the GRPS have tended
lo be oplimislic about technological
risks, thls year concerns iumped, and
cyberattacks and mass ve data fraud
both appear in the list of the top five
global risks by perceived likelihood.

Attacks are increas ng, both n
prevalence and disruptive potential.

Cyber breaches recorded by
businesses have almost doubled
in five years, from 68 per business
in 201 2 to 130 per business in
2017.36 Having been choked off
by law enforcement successes in
2a1O-2O12, "dark net" markets for
malware goods and services have
seen a resurgence:37 in 20'16 alone,
357 million new malware variants
were released and "banking trojans"
designed to steal account Log n details
could be purchased for as little as
U5$500.38 ln addition, cybercriminals
have an exponentia ly increasing
number of potentia targets, because
the use of cloud services continues
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to accelerate and the lnternet of
Things is expecied to expand from
an eslimated 8.4 billion devices in
2017 to a prolected 20.4 b lion in

2020,3e What would once have been
considered large-scale cyberattacks
are now becomlng normal. For
example, in 2016, companies reveaLed
breaches of more than 4 billion data
records, more than the combined
total for the prevlous two years.4o

Dlstributed denial of service (DDoS)

attacks using 100 gigabiis per second
(Gbps) were once exceptional but
have now become commonplace,
jumping in frequency by 140% in 2016
alone.!r And attackers have become
rnore persistent-in 201 7 the average
DDOS target was likely to be hit 32
times over a three month period.'2

The financial costs of cyberattacks are
ris;ng. A 20I 7 study ol 254 companies
across seven countries put the annual
cost of respond ng to cyberattacks at
C11 .7 million per company, a year-
on-year increase of 27.4%.o'The cost
of cybercrime to businesses over the
next five Vears is expected to be US$8
trillion,ai Some of the largest costs in

2017 related to ransomware, a rap dly

growing form of malware that locks
targets out of their data and demands
a ransom n return for restoring
access. Fansomware attacks
accounted ior 64% oI all malicious
emails sent between July and
September last year,'s affecting double
the number of businesses compared
with 2016.16 Notable examples
nclucled the Wannaory atlack,

which affected 300,000 computers
across 'l 50 countries, and Petya
and NotPetya, which caLrsed huge
corporate losses: for exarnple, l\,4erck,
FedEx and Maersk each reported
third-qLrart€r losses of around US$300
miL on as a result of NotPetya.r?

Beyond its financial cost, the
WannaCry attack disrupted critical
and strategic infrastructure across
the world, including government
ministries, railways, banks,
telecommunicatlons prov ders, energy
companies, car manufacturers and
hospitals. lt illuslrated a growlng trend
of using cyberattacks to larget critical
infrastructure and strategic industrial
sectors, .aising tears lhal, in a worst-
case scenario, attackers cou d
trlgger a breakdown in the systems
that keep societies functioning.
lVany of these attacks are thought
io be state sponsored. Wannacry's
ultimate impact was relatively low,
largely because a "klll swltch" was
discovered, but it highlghted the
vulnerability oi a wide range of
inf rastructure organizations and
installations to disruption or damage,
Slnce ihe 2015 attack on Ukraine's
power grid-which temporarily shut
down 30 substal ons, !nierrupting
power supply .o 230,000 peoo e'3 -
evidence has been mounting of
fufther attempts to target crltical
lnfrastructure. ln 2016, for exarnple,

an attack on the SWIFT messaging
network led to the theft of US$81
mllion from the central bank of
Bangladesh, The European Avlation
Safety Agency has stated that aviation
systems are subject to an average
of 1,000 attacks each rnonth.a! Last
year saw reports oI attempls to use
spear-phishing attacks (stealing data
or nsta ling malware using nd v dually
targeted email scams) against
companies operaling nuclear power
plants in the United States.50

Most a'ttacks on critical and strategic
systems have not succeeded-but
the combination of isolated successes
with a growing list oI attempted
attacks suggests that risks are
ncreasing. And the world's increasing
interconnectedness and pace
heightens our vulnerability to attacks
that cause not only isolated and
temporary dlsruptions, but radlcaL and
irreversible systemic shocks.

Our growing
vulnerability to
systemic risks
!umanitv has become remarkablv
adeot at understandlno how to
mitigate countless conventional risks
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Resilience in complex organizations

systems that has been driving a
slow-motion revolution in science
over the past 35 years or so. In
2O13 the World Economic Forum
published a comprehensive overview
ifl Perspectives on a Hypercannected
Worid, describing the impact of
complexity for policy and business.
The conclusion is not that policy-
makers and managers must become
complexity expeds, But a level
of complexity literacy is crucial to
navigate the modern age.

Nine resilience lenses

At the World Economic Forum's
annual meeting ln 2012, prominent
companies began to take note of
resilience. Peter Voset at the time
Shell's CEO, asked nine of his
colleagues from across sectors what
the impact of consldsring resilience
would be on their business, on their
clients and on their risk management.
This led to the creation of the
Resllence Action niiiatlve (RAl), which
in lurn resulted in a set of resillence
tools and approaches informed by
cornplexity theory but grounded in
practice, One critlcal application is
e.lterprise .esilence: the capacity o'
a company or other organization to
adapt and prosper in the face of high-
impact, low-probability risks.

Working on the RAI project, we
broke resilience into a set of lenses
that could be appLied across an
organ zation's operations. We used
the resilience lenses to examine the
syslemic risks and evaluale mitigation
strategigs. These lenses were then
tested and tuned for app icabllity
with the risk managers of the FAI
companies. I he new resilience tools
are intended to be used in addition
to traditional rlsk management tools,
not instead of them. Organizations
will continue to face normalized risks,
which require the tradit onal tools. lt

is system c risks that requ re the new
tools.

The RAI work led to nine resilience
lenses, grouped into the following
three categodes to provide the agenda
Jor a fat tail risk conversation:
- "Structuralresilience"considers

the syslemic dynamics wilhin the
organ zation itself.

- "lntegrativeresi.ence Jnde.liles
complex interconnections with the
external context.

- "Transformativeresiience"
responds to the fact that
mitigating some risks requires
transformation.

Structural resilience

This category encompasses
redundancy, modularitv and requisite
diversity. The focus of structural
resillence ls on bouncing back faster
from a disturbance. Redundancy is
possibly the most familiar resilence
strategy, but llke the spare tyre on a
car, it is the most expensive approach,
because it requires non-performing
assets. System modularity builds
resilience only if the modules are
Loosely coupled: separate them too
much and you no lonqer have a
system, couple them too tightly and
you lose the adaptive capacity. As
in nature, diverslty is a key resilience
strategy. For organizauons, however,
this requires addressing the hard
question of which diversity is fit for
purpose for this problem at this tlme.
That is what is meant by "requisite
diversity".

By Boland Kupers

ln a deeply interconnected world,
stresses and shocks propagate
across systems in ways that evade
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how rapidly and often uneXpectedly
such events unfold. Since the 2O0B
financlal crisis, the terrns "black
swans" and "fat tails" have become a
familiar part of the risk conversation.
Yet we don't always fully spell out the
consequences.

Srandard ris( management tools
- assume that the risks follow a

\ normali/eddist'iourion.rrainly
\ -.- becarse Lhis provides easy-ro-

understand narratives. But fat tail risks
are not normal distributions. The only
way to maintain the traditional tools
is to neglect and wish away the fat
tails. Simply denying the existence
of black swans is hardly a way to
deal with them, This approach may
be approximately right most times,
but in prlnciple it is wrong, The
consequences of being so wrong
can impact an enterprise, perhaps
catastrotrihically. Fonunately there
is an alternative, which consists
of applying a resilience lens where
complexity prevails and traditional risk
management ls insufficient,

Resilience is, in fact, a property of
complex systems. And complexity
is the science of nterconnected
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Trends

or ater nq the re atonsh p bet\,veen them.

Age nE popu at on

Description

Age ng pcpu at ons n deve oped anci developing ccuntries driven by dec n ng fert llty
and decrease cf mlddle a|d old age a_rorta ty
Ohanglng landscape of gcba cr reEronal nsttutons(e.g UN. i\,/lF NATO etc.)
agregr.ren:s or i-.etwcrks

Chafge of c rnare, \4,/h c1 s atiributed d reatiy or fd recll.v to human actvlty, that aters
ti.re conrposll or of the g oba atrnospher.e, n add t on ro natural clinrate variab ity
Deler oration in the qua lty of a r sc l and water frorfr ambient concentrations oi
pcllu"anls and other activit es and processes

Grcw ng sirare of ilopuiation reach ng m ddle-c as; rlcorite levels,n ernc glng
econom es

llcreasing nat onal sent menl arncfg popLtlations afd po tt ca ieaders afiecting
ccunlies nat ona and nternationa po it ca and econom c posttions

nab iity to reach agreement on key ssues w th n cou ntries because of diverg ng cr
extrente va ues. po itca or re g ous v ews

lfcreas fg Tates oi non commun cabie d seases, also knorvn as 'ctron c diseases, .

eadl|g ic rjs ng costs cf ong iorin lreatment and threaten ng recei-t soc etal qa ns in
fe expectancy ard qlalty

Rise ol cylrer d3pendency Cle to ncreasnll dgtal flcrccnnect or oi people thngs
and organizat ons

0hang ng iandscape of
nterl1 atioral !loverf ance

Changing climate

Degrading envlronTnent

Gro\,,/ nq or ddle c ass rn

emerglng ecofomies
n0Teas ag nalrona sentimeft

lncreasing polarzation of
societ es

R sing cfrronlc d seases

Fl s ng cyber depenCency

Flis ng qcograph c mob, lty

Rsnll ncoile aNd wealth
dlsparty

Sh ft ng pcwer

F s ng urban zaton

lncreas ng mcbilty or people and th ngs duc tc q! cker and fieter-perfornt Iil means ot,o. oo .1.',.-r-,.o.1 i ,aa.
ln creas ng sol oeco]lom c gap betv/eelt rich ancl poci n major cou ntries ol lcg ol.t r

Srllrng power frcn'l state io non-srate aaiors and niiv oua s, irom g obal toregona
eve s, and JroTn developed to emerglng .uarkei and .leve op ng ecoi.rort es

l:lising numtter of peop e v ng ln udlan areas res! i nq ir.t ohyslca groMh of cit es
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