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1.0 Introduction  
 
The McGuinness Institute (the Institute) welcomes the opportunity to submit on the proposed 
Deepfake Digital Harm and Exploitation Bill, referred to as the Bill.  
 
We thank the Social Services and Community Committee (the Committee) for inviting feedback 
on this Bill which proposes to have significant impact on New Zealand.  

The Institute would like to speak on this submission. 

The Institute has been operating in non-partisan policy research in New Zealand for over 25 
years and we focus on long-term impacts. Please refer to Appendix 1 for detail on the Institute’s 
background. 

2.0 Executive summary 

The Institute supports the intent of the Bill to address harms arising from the creation and 
dissemination of non-consensual deepfake intimate imagery. The misuse of artificial intelligence 
to misrepresent individuals in sexually explicit contexts raises significant concerns for privacy, 
dignity, autonomy, and public trust in digital systems. 

Existing legislation was not designed with AI-generated harms in mind, creating a gap in 
protection. Reform is necessary and urgent to protect New Zealanders.  

The Institute supports this Bill. We recommend it is reviewed regularly to ensure it remains fit-
for-purpose as technologies, especially AI, are continually updated.  

3.0 Recommendations for the Bill 
 
1. Broaden the scope of the Bill to address a wider spectrum of harms associated with 
deepfakes, ensuring the legislation remains effective as the technology evolves beyond 
sexually explicit content. 
 
Deepfake digital harm is extremely concerning, especially in regards to sexually explicit content, 
but it can also cause other types of harm.  
 
For example, in the United States, the federal TAKE IT DOWN Act (signed May 19, 2025) 
provides a national baseline for nonconsensual intimate deepfakes, but also, as of 2026, at least 
45 states have enacted some form of law covering sexual deepfakes, election deepfakes, or AI 
voice cloning.1  
 
Political deepfakes are an issue for democracy, and as technology improves, this kind of 
misinformation is likely to become more common. 
 
The Bill is primarily framed around intimate or sexually explicit deepfakes which are extremely 
harmful. As well as this, the Institute recommends the Bill is expanded to include other harms, 
such as: 

- reputational impacts, 
- financial fraud (for instance impersonation scams), and 
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- identity theft and voice cloning. 
2. Require in the proposed Bill a Deepfake Digital Harm and Exploitation Strategy to be 
published at least every five years, with mandatory public consultation prior to approval 
by the responsible Ministers. 
 
Legislation is central to regulation, and regular reviews ensure legislation is working as intended. 
No bills work in isolation; they work alongside different government department strategies. A 
five-yearly review reflects concerns about the changing technology and the impacts this may have 
on digital harm and exploitation.  
 

The Institute started a GDS Index research project in 2014 and regularly updates it. 

The Government Department Strategies Index Handbook – He Puna Rautaki ranks each government 
department strategy (GDS) in terms of essential information. The GDS Index aims to illustrate 
how New Zealand might strengthen GDSs to be more effective, responsive, measurable, 
comparable and durable through public consultation, engagement and ownership.2 However, the 
2024 GDS Index found only 16% of GDSs in operation (32 out of 195) were required or referred 
to in legislation.3 Page 12 of the Institute’s 2024 GDS Index Methodology contains a list of these 32 
GDSs.4 
  
Requiring in law that a strategy be published is a useful mechanism for Parliament to ensure 
strategies are developed, consulted on and made public. In 2023, the Institute raised the issue of 
whether such GDSs might come under the governance of Ministry for Regulation (MFR). MFR 
advised that it does not have a stewardship role for all GDSs, but has an interest, as a consumer, 
in specific GDSs during its reviews of where regulatory failures might exist. See also our 
submission on the Regulatory Standards Bill on the Institute website. 
  
We recommend that more GDSs be mandated by law to ensure a higher level of due diligence, 
ownership, durability and accountability. We believe this is a governance issue for the Minister 
for the Public Service and the Minister for Regulation.  
 
If government departments make the content of GDSs more transparent, Ministers, officials and 
the wider public will be better able to assess their quality and, where appropriate, work together 
to deliver better outcomes more cost effectively. 
 
2. Require stronger transparency and review mechanisms, including annual reporting 
and scheduled review of the regime.  

           
Consistent reviews help build intelligence on what works and what does not. The world and our 
technologies are changing fast, and governing policy must be able to change too. It is critical to 
review policy regularly to ensure it is working as intended, and this is especially so in an area 
where technology has impacts on the outcome.  
 
Regularly mandated policy reviews should analyse impacts from the perspectives of 
communities, businesses and scientists. For instance, developing technology may mean more 
resources are required to deal with digital harm and deepfakes. If we can improve our 
monitoring, we can adapt faster to help protect New Zealanders from harm.  
 
The Institute especially supports ongoing monitoring of: 

- the prevalence and evolution of deepfake and digital harm, 
- impacts on different demographic groups, and 
- effectiveness of policy and legal responses to harm when it occurs. 

https://www.mcguinnessinstitute.org/publications/submissions/
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We recommend the legislation includes periodic progress reviews of how the policy is working, 
including analysis of the short-, medium- and long-term impacts. This should include monitoring 
uptake, quality, costs, usability, unintended consequences, and other issues that impact the 
environment, economy, community and more. 
 
It is also important these reviews are publicly available, to ensure the regime is accountable and 
transparent, and is delivering justice to people who have suffered harm.  
 
3. Include transparency on AI use (particularly in the public submission process). 
 
It is unclear how AI will be used in this submission process. 
 
The Institute recently prepared and published Think Piece 43 – Unlocking Government documents with 
AI.5  Through this work, we learned a great deal about the risks and opportunities of applying AI 
in a government setting. We now have a policy of requesting every organisation to:   

- clarify how AI is expected to be used to analyse and report on public submissions, 
and  

- prepare a public report on how AI was used to collate ideas and present the report to 
decision-makers when writing up submissions from the public.  

 
Key information in both cases should include:  

(i) the AI tool (e.g. Google NotebookLM) 
(ii) the number of submissions that were read in full or in part by a human versus 

those that were only read by AI 
(iii) how the AI results were verified as correct (i.e. the audit process), and  
(iv) a summary of the errors found as a result of the review process.  

  
Further, AI should be used for the benefits of citizens, and submission processes should be 
reconsidered given this new tool. 
 
The Institute recommends that details on the use of AI in the submission process for 
consultations such as this should be publicly available and transparent. 

7.0 Conclusion 
 
The Institute supports public policy that is designed to protect New Zealanders and it is 
important this Bill is passed with urgency to address harms arising from the creation and 
dissemination of non-consensual deepfake intimate imagery. 
 
The Institute recommends the Bill is passed and is regularly reviewed to ensure it 
remains fit for purpose. 
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Appendix 1: About the McGuinness Institute 

 
The Institute was founded in 2004 as a non-partisan think tank working towards a sustainable 
future for Aotearoa New Zealand. Project 2058 is the Institute’s flagship project focusing on 
Aotearoa New Zealand’s long-term future. Our observation that foresight drives strategy, 
strategy requires reporting, and reporting shapes foresight, led us to develop three interlinking 
policy projects: ForesightNZ, StrategyNZ and ReportingNZ. All three must align if we want 
Aotearoa New Zealand to develop durable, robust and forward-looking public policies.  
 
The policy projects frame and feed into our research projects, which address a range of 
significant issues facing Aotearoa New Zealand. The 13 research projects are: BiodiversityNZ, 
CivicsNZ, ClimateChangeNZ, ForesightNZ, OneOceanNZ, PandemicNZ, PublicScienceNZ, ReportingNZ, 
SecurityNZ, StrategyNZ, TacklingPovertyNZ, TalentNZ and WaterFuturesNZ. 
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